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Abstract

Intrusions detection systems (IDSs) are systems that try to detect
attacks as they occur or after the attacks took place. IDSs collect network traffic
information from some point on the network or computer system and then use this
information to secure the network. Intrusion detection systems can be misusedetection or anomaly detection based. Misuse-detection based IDSs can only detect
known attacks whereas anomaly detection based IDSs can also detect new attacks by
using heuristic methods. In this paper, a Literature survey is conducted to study the
various methodologies for hybrid approach.

Introduction
Nowadays with the spreading of the
Internet and online procedures requesting a
secure channel, it has become an inevitable
requirement to provide the network security.
There are various threat sources including
software bugs mostly as the operating systems
and software used becomes more functional and
larger in size. Intruders who do not have rights to
access these data can steal valuable and private
information belonging to network users.
Firewalls are hardware or software systems
placed in between two or more computer
networks to stop the committed attacks, by
isolating these networks using the rules and
policies determined for them. It is very clear that
firewalls are not enough to secure a network
completely because the attacks committed from
outside of the network are stopped whereas inside
attacks are not. This is the situation where
intrusions detection systems (IDSs) are in charge.
IDSs are used in order to stop attacks, recover
from them with the minimum loss or analyze the
security problems so that they are not repeated
[1]. IDSs collect information from a computer or
a computer network in order to detect attacks and
misuses of the system. Many IDSs only analyze
the attacks and some of them try stopping the
attack at the time of the intrusion. Three types of
data are used by IDSs. These are network traffic

data, system level test data and system status files
[2,3].
Literature Survey
A hybrid IDS is developed by combining
the two approaches in one system. The hybrid
IDS is obtained by combining packet header
anomaly detection (PHAD) and network traffic
anomaly detection (NETAD) which are anomalybased IDSs with the misuse-based IDS Snort
which is an open-source project.
A
[4]. It consists of selecting features using an
entropy based feature selection algorithm which
selects the important attributes and removes the
irredundant attributes. This algorithm operates on
the KDD-99 Data set; this data set is used
worldwide for evaluating the performance of
different intrusion detection systems. The next
step is clustering phase using k-Means.
KDD99 (knowledge Discovery and Data
Mining) intrusion detection[5] contest is
specified. This system can detect the intrusions
and further classify them into four categories:
Denial of Service (DoS), U2R (User to Root),
R2L (Remote to Local), and probe. The main
goal is to reduce the false alarm rate of IDS1.
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Highlights
•T p p
misuse detection model and an anomaly detection
model [6].
•C4.5
misuse detection model is used.
• Decomposition of the normal training data into
smaller subsets is performed using the model.
• Build multiple one-class SVM models for the
decomposed subsets.
•T
pp
performance and reduces the detection time
complexity.
IDS types
There are two approaches to analyzing of
events using IDSs. These are misuse-based and
anomaly-based approaches. Misuse-based IDSs
aim to distinguish events that violate system
policy. Anomaly-based IDSs try analyzing
abnormal activities and flag these activities as
attacks. Both approaches have advantages and
disadvantages when compared to each other
[1,2,5]. Snort is the most commonly used
signature-based intrusion detection system. Snort
is a network intrusion detection system that runs
over IP networks analyzing real-time traffic for
detection of misuses [6].
Snort depends on a template-matching
scheme and makes content analysis. It has the
ability to flag alerts depending on pre-defined
misuse rules and saves packets in tcpdump files
or in plain text files. Snort is preferred to be used
in academic research projects as it is an
opensource tool and for this reason we have also
chosen Snort as the signature-based intrusion
detection system in our work. Anomaly detection
based intrusion detection systems are separated
into many sub-categories in the literature
including statistical methodologies [7–10], data
mining [11,12], artificial neural networks [13],
genetic algorithms [14] and immune systems
[15,16]. Among these sub-categories, statistical
methods are the most commonly used ones in
order to detect intrusions by analyzing abnormal
activities occurring in the network. PHAD [17]
and NETAD [18] statistical methods are chosen
as the anomaly-based intrusion detection systems
in this paper.
PHAD is different than the other
conventional network-based anomaly detection
systems for two reasons. First, it models
protocols rather than user behaviors. Second, it
uses a time-based model depending on the rapid
change of network statistics in short term. PHAD

flags only the first anomaly it detected as an alert
even if there is a series of the same anomaly
recurring. This feature of PHAD helps reducing
the number of false alerts. NETAD, models
single packets like PHAD, uses dynamicconditioned rules like ALAD [19], and rule
verification like LERAD [20]. Its greatest
contribution is modeling values that are not new.
3.1. Misuse-based IDSs Misuse detectors analyze
system activities and try to find a match between
these activities and known attacks having
definitions or signatures introduced to the system
beforehand [1,2,21]. Advantages: Misuse
detectors are very efficient in detecting attacks
without signaling false alarms (FA). Misuse
detectors can quickly detect specially designed
intrusion tools and techniques. Misuse detectors
provide systems administrators an easy to use
tool to monitor their systems even if they are not
security experts. Disadvantages: Misuse detectors
can only detect attacks known beforehand. For
this reason the systems must be updated with
newly discovered attack signatures. Misuse
detectors are designed to detect attacks that have
signatures introduced to the system only. When a
well-known attack is changed slightly and a
variant of that attack is obtained, the detector is
unable to detect this variant of the same attack.
Misuse-based IDS used in our hybrid IDS is the
open-source project.
Conclusion
Signature-based systems can only detect
attacks that are known before whereas anomalybased systems are able to detect unknown attacks.
Anomaly-based IDSs make it possible to detect
attacks whose signatures are not included in rule
files. PHAD and NETAD are added one by one
to signature-based IDS namely Snort as a
preprocessor in this study. IDEVAL testbed
which was created in MIT Lincoln Laboratories
is used to evaluate the performance of new
constructed hybrid IDS.
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